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Transmittal Letter




Commission
OFFICE OF THE CHIEF INTERNAL AUDITOR

July 16, 2014

Commission of the South Carolina Department of Transportation

The Honorable Lawrence K. Grooms, Chairman
South Carolina Senate Transportation Committee

The Honorable Hugh K. Leatherman, Sr., Chairman
South Carolina Senate Finance Committee

The Honorable Phillip D. Owens, Chairman
South Carolina House Education and Public Works Commitiee

The Honorable W. Brian White, Chairman
South Carolina House Ways and Means Committee

Dear Gentlemen:

The Office of the Chief Internal Auditor has completed an operational audit of the SCDOT
Bid Analysis Management System/Decision Support System (BAMS/DSS) as of March 27,
2014, In accordance with Section 57-1-360, we are fransmitting to you this report of our audit

findings.

We conducted this operational audit in accordance with Generally Accepted Governmental
Auditing Standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable basis

for these findings and conclusions.
Please contact us if you have any questions or comments.
Respectfully submitted

Ocu&@ Nowa—"

Paul B. Townes, CPA
Chief Internal Auditor
Office of the Chief Internal Auditor
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Executive Summary and Conclusions

Bid Analysis Management System/Decision Support System (BAMS/DSS), an AASHTO
(American Association of State Highway and Transportation Officials) Trans port® product
provides operational and management information support for construction coniract activities,
Suppeorted activities include management-level decision support, project cost estimate and
proposal preparation, and bid letting and award management.

BAMS/DSS allows management and other employees to analyze bids, estimate costs using
historical data, and assist with detecting collusion among confractors.

The Office of the Chief Internal Auditor (QCIA) reviewed BAMS/DSS to determine the
effectiveness and efficiency of the system in providing decision support in the areas of bid
monitoring and evaluation, vendor and market analysis, item price estimation, and to determine
the adequacy of internal controls to award bids and detect collusion. We conducted this audit in
accordance with Generally Accepted Government Auditing Standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objectives. Our objectives
were as follows:

o Analyze the need , accuracy, and adequacy of BAMS outputs and reports

o Determine if SCDOT is utilizing all applications and reports within BAMS to make
decisions

o Determine the accuracy of the data entered into and analyzed by BAMS, to include the
engineer’s estimate

e Determine if SCDOT’s use of the BAMS system is effective in detecting collusion

e Analyze the business application controls within the system

We interviewed employees, selected samples, and documented the process and its controls. We
have developed sixteen recommendations related to efficiencies and controls in managing
construction projects and the adequacy of internal controls to protect access and integrity of
information. These recommendations are summarized below:
s Consultation with InfoTech to assist with improving the operating performance and
efficiency of BAMS/DSS.
e Implementation of the Bid Review Summary as written in the Bid Review Policies and
Procedures.
o Identification of a second person to verify the unit prices entered into Proposal and
Estimates System (PES) prior to cteating the official estimate.
e Implementation of the use of current prices for items that do not have prior history.
e Development of greater consistency with the method of developing unit prices in
preparation of the engineer’s estimate,
¢ Ensure justification Memo written to adhere to Recommendation 1.4.3.2.2 of the
SCDOT Bid Review Policy and Procedures Manual.



e When determining the justification to move a project forward, an analysis should be
prepared and included with the justification to show all the costs associated with a
project to ensure the decision to justify the project moving forward is a good choice.

¢ SCDOT should review alternative methods in areas of the state where competition is
limited to increase competitive bidding.

¢ Production of the addition reports as part of the Bid Review process and collusion
detection.

s Creation of a document that explains errors in the Import Summary and what was done
to resolve them,

¢ Development of staff consultation with InfoTech concerning data conversion, setting
system parameters, and agency customization to prevent errors during the import of
external data.

¢ Notification to BAMS/DSS application owner of SCDOT Termination Report by
SCDOT, IT Services.

o Implementation of unique user 1Ds.

¢ Removal of any software from the computer not in direct relation to the BAMS/DSS
application,

¢ Inclusion of BAMS/DSS machine in the SCDOT Information Technology Services (IT
SERVICES) Equipment Life Cycle process.

s Implementation of precautions to protect system data by ensuring two office staff be
responsible for the system back-up.

The findings and recommendations will be discussed in greater detail in the Audit Findings and
Recommendations section of the report.
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Detailed Audit Findings

BAMS/DSS has a historical database of construction contract information, analysis models, and
ad hoc analysis and query features. The system enables SCDOT to monitor and analyze bidding
activity, item price estimates, and vendor activity. BAMS/DSS has the capability to produce
executive information requests, summary reports for management, bid management and
moniforing analyses, market analyses and cost indexes, project planning, project cost estimation,
and legislative presentations.

BAMS/DSS allows management and other employees to become knowledgeable of the agency's

construction process, analyze bids, estimate costs using historical data, and assist in the detection
of collusion among contractors.

SCDOT Construction Data Support and Construction Offices use the BAMS/DSS to review the
engineet's estimate, to compare between engineer’s estimate and bidders, to compare bids among
bidders, and to make an award. In the period from July 2008 to June 2010, there were 828

proposals that went through the letting and review process. The average is 34.5 per month with
low of 18 and high of 64.

The BAMS/DSS System audit was subdivided in the folowing areas to determine effectiveness
and efficiency: application system documentation; need, accuracy and adequacy of BAMS/DSS
outputs; application utilization; accuracy of data entered into BAMS/DSS; logical access
controls; physical access controls; problem ftracking and management procedures; and
contingency planning/back-up. The findings and recommendations for each area are referenced
in detail below,

Vendor Contract

BAMS/DSS is supported by an AASHTO Trans port® Maintenance, Support, and Enhancement
Work Plan (MSE). The goal of the MSE is to provide high-quality, progressive Trans-port;
knowledgeable and prompt consulting services; timely response; system maintenance; system
upgrades; system documentation and user information; user assistance; and an opportunity to
share ideas.

SCDOT'’s Responsibilities
SCDOT is required to attend national and regional meetings to receive information.

Vendor Responsibilities

The vendor provides maintenance services on the following: program errors in the base product;
new releases of any third-part software; copyright/trademark updates, intellectual property
issues, usability or accessibility updates; new rcleases of operating systems under which

Trans port runs; changes in the licensed user’s local computing environment; changes in
supported platform configurations; minor improvements to the operating performance and
efficiency of software operation; and updates to documentation.




Ownership and Location of Application/Source Code

In response to the discovery of program errors or changes in the program’s operating
environment that cause the program to work incorrectly, maintenance service is conducted.
Maintenance includes analysis to determine how to change the code, programming, and testing
the changed code.

Release/Upgrade Testing and Installation Responsibilities
Multi-phase testing of maintenance modifications is conducted to correct validated maintenance
items.

Maintenance Agreements and Terms

A one-year maintenance, support, and enhancement work plan is developed for the annual
Trans-port support contract.

AASHTO’s Trans-port contractor (Info Tech), as requested, can support the following activities:
installing Trans'port modules; setting system parameters; converting data to the Trans port
product format; populating Trans port database; analyzing differences between Trans:port
modules and current agency practices; providing orientation and training; and developing agency
customizations,

Finding 1

In reviewing the vendor contract, we found that the vendor provides appropriate user assistance
as part of the contract,

Recommendation 1

We recommend that the Construction Data Support staff consult with InfoTech to assist with
improving the operating performance and efficiency of BAMS/DSS.

Need, Accuracy, and Adequacy of BAMS/DSS Outputs

Process for Preparing Engineer's Estimates

SCDOT uses historical or bid-based estimating to develop the Engineer's Estimates prior to the
bid letting (date bids are received). The data are used from recently awarded contracts as a basis
for estimating the unit prices on the project (e.g., Bridge Replacement, Cement Stabilization,
Chip Seal, Clearing and Grubbing). In some instances, data for all bids are captured and
considered when developing unit prices. Adjustments are made based on the project location,
size of the project, project risks, quantities, general market conditions, and other factors. The
engineer's estimate is confidential and not made available to bidders.

Plans are received from the Maintenance, Regional Production Group (RPG), and Traffic
Engineering, The quantities are entered into the Proposal and Estimates System (PES) by the
designer then forwarded to Pre-Construction Support Office. Then the information is copied
from PES to an Excel estimating spreadsheet (in-house application custom spreadsheet). The
general project information and project specifics information is entered. During this process, the
following occurs:



»  Obtain prices to compare against historical database (maximum 18 months of the letting
date)

» Focus on major items (items that comprise a certain percentage of the total amount),
Pareto Principle or 80-20 Rule

o Filter 20% items (by district then by "type of work") - appropriate to the situation being
estimated and classify as minor items of work

» Determine reasonable cost for the anticipated work

+ Use average prices for minor items of work

Next the project specifics information is printed, and the unit price is entered into the PES from
estimating spreadsheet. An official estimate is created. The estimate is loaded into the
AASHTO LAS (Letting and Award System) computer system for electronic bidding - 6 weeks
before letting. The letting (date bids are received) is performed on the second Tuesday of the
month, The estimate remains confidential at all times (only key SCDOT personnel have access).
The estimator revisits key items about one week prior to the letting to make minor adjustments.
The estimate is used to compare to the actual bids received. Each item of each project is
compared to the estimate. The engineer's estimate should be within (+)(-) 10% of the low bid for
at least 50 % of the project.

Preparing for the Bid Review Conumnittee
Construction Data Support inputs the type of work into LAS. Several reports are executed to

compile the Bid Review Summary comparison spreadsheet. This summary is reviewed in the Bid
Review Committee meeting.

Line Item Profile (LIP) reports are used to review current bid against historical data. The Line
Item Profiled Estimate (LIPEST) details all items from vendors indicating unit bid price and
percent over estimate. These reports produce graphic and tabular displays that can be used to
identify the bid items most responsible for vendors' bidding deviations on a specified contract.
The identified bid items can then be studied to determine the cause(s) of the deviations (for
example, unbalanced bidding, front-end loading, complementary bidding, or an inaccurate
estimate). Since these key items usually determine the outcome (that is, the winner) of the
contract, Line Item Profiles highlight the key items on each contract. The Engineer’s Estimate is
represented as a flat line and the Vendor’s unit prices vary under or over the Engineer’s Estimate
base line.

Bid Review Committee (BRC) Meeting

The Bid Review Committee (BRC) reviews each bid from the SCDOT Highway Letting to
ensure recommendation of the “lowest responsible bid.” The BRC determines if there is any
irregularity in the bids and whether the most competitive bid was received. Recommendations
for award, pending, or rejection are then presented to the Director of Construction (DOC).

In accordance with the Federal Guidelines for reviewing proposals and recommending awards,
any bid that is within 20% of the low bid is considered a competitive bid. With a greater number
of competitive bids, the low bid can be higher than the engineers estimate and still be considered
reasonable.



Competitive Bids | Level for Reasonable/Awardable Bid
1 {(low bid only) <= Engineer’s Estimat;m

2 | <=Dngincers Estimate + 5%
3 <= Engineer’s Estimate + 10;;:

4 |<DnginorsEstmate+ 15% |
5 of..;;;)re <= Enginer‘er’s Esti;;late + 20%

The Bid Review Summary is focused on the individual letting and proposals in that

letting. Using the Bid Review Summary, the committee reviews project by project to evaluate
cach bid in accordance with FHWA guidelines. If an item quantity will likely increase during
the project, the BRC will send an email to the district to watch line item(s) for quantity. More
comparison is made with the other bidders vs. the engineer's estimate.

When an engineer's estimate is outside the award criteria, a justification is written in support of
awarding the contract. The Justification Memorandum identifies the contract proposal, the
Engineer’s Estimate, the bids received, and the bids with the majority of the difference between
the estimate and the responsive low bidder. The memorandum is issued by the Director of
Construction as a recommendation to award a contract. The overall bid is reviewed instead of
one line item,

An “apparent low bid” may be declared irregular and be rejected if any of the following occur;
unbalanced bidding (placement of high unit prices on items that may overrun); front loading
(shifting monies to early occurring items in the contract); Disadvantage Business Enterprise
(DBE) submission errors or shortfall (committals are uploaded improperly through BidX); bid
bond omitted (bid bond verification number not submitted electronically through BidX);
electronic bid system file altered (bidder made changes to the file); non-DBE bid received on set-
aside project; and insufficient minimum required Contract Performance Score (CPS).

If none of the bids meet FHWA guidelines, the BRC recommends to “REJECT” all bids and the
project is re-let in upcoming lettings.

Director of Construction (DOC) Letting Review Committee

The DOC Letting Review Committee reviews the recommendations by the BRC. The committee
discusses projects deemed PENDING, REJECT, or with other issues noted. After discussions,
the recommendations are forwarded the Commission for contract approval.

Finding 2
In reviewing the Bid Review Summary, some of the items noted in the Bid Review Policies and
Procedures document as part of the Bid Review Summary were not displayed for review and
discussion during the BRC meeting. The following documents should be a part of the Bid
Review process:
 Plan Holders List — shows all potential bidders in order to evaluate the interest on the
project when fewer than anticipated.
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¢ Maps ~ evaluate the impact of location and proximity of multiple sites on the line item
pricing.
¢ Line Item Profile (LIP) — provide a comparison of the bidder’s individual line item
pricing to the Engineer’s Estimate to illustrate the “bid item differences” via the
percentage over estimate.
Recommendation 2
We recommend that the Bid Review Summary contains all items listed in the Bid Review Policies
and Procedures. This would allow the BRC to gauge overall competition, evaluate project
interest, and determine if a project should be re-advertised or re-let to encourage more
competitive results.

Finding 3

We observed an error when unit prices are entered into Proposal and Estimates System (PES)
from the estimating spreadsheet. Since this is a manual process, errors are more likely.
Recommendation 3

We recommend that a second person verify the unit prices entered into PES prior to creating the
official estimate. Also, we recommend that SCDOT Contract Support Office consult with Info
Tech to convert data (from the estimating spreadsheet) to the Trans-port product format.

Finding 4

The engineer has difficulty preparing an estimate for a bid item that has no prior bid history. We
found that SCDOT almost total reliance on historical pricing to be unique amongst the other
states we polled. North Carolina and Mississippi use current cost for the majority of projects.
Tenmnessee uses historical costs but with regression analysis,

Recommendation 4

We recommend the department perform cost-based estimating for items that do not have prior
history. The department could also periodically check the current prices of items to determine
the reasonableness of the historical data.

Finding 5

In some instances the unit prices of the lowest successful bidders are used to develop the
engineer’s estimate and in other instances all bids are used.

Recommendation 5

We recommend there be greater consistency with the method of developing unit bid prices in
preparation of the engineer’s estimate. In accordance with A4 Practical Guide to Estimating
(prepared by AASHTO), dropping outlying data from the set and then using weighted averages,
regression analysis, efc. is the most accurate method in estimating costs. Using only the lowest
unit bid prices may result in an estimate that under predicts project costs.

Finding 6

When the decision is made to award a project with Justification (AW1J) that should be rejected
according to the FHWA standards, Recommendation 1.4.3.2.2 in the SCDOT Bid Review Policy
and Procedures Manual states that the Director of Construction and FHWA are to sign the
memorandum indicating the concurrence to proceed with the project. In the review of files that
Internal Audit performed, it was noted that a FHWA representative did not sign the justification
memorandum. According to a member of the Bidding Review Committee (BRC), the Director
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of Engineering and Operations for FHWA sits on the Bid Review Committee and has input on
the Letting decision, The BRC member also added that justifications only get FHWA
concurrence when the project is classified as a Federal Aid Primary project, which is quite rare
(typically interstate work over $50M),

Recommendation 6

While it is understandable that not all projects require FTWA concurrence, the recommendation
in the SCDOT Bid Review Policy and Procedures Manual should be updated to reflect exactly
which projects would require FIITWA approval on the justification memo.

Finding 7

In reviewing some of the projects where justifications have been prepared to award the projects
outside of the FHWA guidelines, it was noted there were no cost justifications or analysis
detailing the costs of justifying moving the project forward vs. rebidding it. In the cases of
safety projects, information that should be included is accident data and any property damage
that occurs as support for the justification given.

Recommendation 7

An analysis should include projected costs of proceeding forward with the project including the
difference between the actual bid and engineer’s estimate as the largest expenditure. Other costs
to include would be the guess as to what bids may be if the decision is to rebid the project. In the
case of safety projects, other items to include would be accident data and the number/cost of
potential accidents that may occur during the delay.

Finding §

Internal Audit noticed from some of the justification letters written there is lack of competition in
some areas of the state, This lack of competition occurs due to the geographic location of asphalt
plants and the lack of being able to get asphalt to the job site at the proper temperature. This lack
of competition leads to higher prices for the projects in these areas of the state.
Recommendation 8

SCDOT should review alternative methods in areas of the state where competition is limited to
increase competitive bidding.

Application Utilization

The Construction Data Support staff indicated that the application does not prove or refute
collusion. The application is used to view indicators (reports), study market shares, and view
geographic market allocations over a period of time. If a strong indication of collusion is seen,
the Construction Data Support staft indicated that the information is forwarded to upper
management,

We reviewed the Line Item Profile Estimate (LIPEST) reports for several projects during a
letting, The LIPEST and “Tabulations of Bids” reports displayed high mobilization. The Bid
Tabulations report displayed the bid items most responsible for vendors' bidding deviations on a
specified contract. The identified bid items are studied to determine the cause(s) of the
deviations. These key items usually determine the outcome (winner) of the contract, LIPEST
highlight the key items on each contract. The staff indicated that, at times, the vendors' bid is
more realistic than engineer's estimate.

12



The Market Analysis reports display statistics over several years and provide measures of the
competition within the markets that are also defined by analysis of the competition. We noted
that only five vendors are listed separately and all other vendors are grouped into a category
known as “other.” The staff noted that this is how the report is produced.

The Market Analysis report displayed forecasting, The staff indicated forecasting is based on the
project completion date. In reference to Market #1, one vendor’s beginning data was skewed.
The vendor’s forecasting displayed the vendor as being out of the market, or no longer a major
market holder. This was not a true representation of the data. Because there wasn’t data entered
for that vendor for the first few months, the vendor appeared to be out of the market.

The staff never detected collusion nor could they show a graph that indicated collusion.
Selectively, vendors with bids 40% over the low bid were contacted, One of the considerations
in monitoring bidder activity is the reasoning of bidders who submit bid proposals that are not
serious attempts to win the bid. One of the theories is that bids of this type may be a
complimentary bid or a bid intended to signal intent to play-along with the bidding cartel (if it
exists). The intent is to send letters to obtain their explanation and inform the bidders that they
are being watched for this type of bid. Also, this may deter contractors from engaging in
collusive bidding practices, if they are aware that bids are being monitored for such practices.

The Construction Data Support staff produced three reports quarterly in an effort to assist with
detecting collusion: Market Area Map, Market Shares, and Vendor Competition.

Market Area Map report groups counties (six areas defined) into logical areas which serve as the
basis for other model and/or ad hoc analysis.

Market Shares (MSD2) report determines the percentage of the economic market controlled by
each vendor either over the entire highway construction market or for selected items.

Vendor Competition (VENCOM) report allows users to examine the bidding activity among a
selected group of vendors to determine whether or not they are competitive. This report
determines whether each vendor's wins versus losses ratio appears reasonable in head to head
competition with specific opponents.

The Quarterly Collusion Reports are stored electronically. The reports are emailed to the
Director of Construction. There was no documentation of this process. These reports are
analyzed by three staff members in the office. The analysis is documented,

Finding 9
There are several reports available in BAMS/DSS for use but are not utilized. The following
reports are not utilized:
¢ Cost Data Book (CDBOOK) Using the Comparison of Indices Output Option — compares
engineer’s estimates, average bids, and low bids by month, quarter, and year.
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e Cost Variance Profiles (CVARYE) — compares actual costs and engineer’s estimates for
items to the amount bid by the winning vendor to determine how closely cost followed
the original plans.

¢ Bid Evaluation Analysis (BIDEVL) — identifies contracts and items that require further
review due to excessive deviation of item bid prices from the engineer’s estimates. The
items with deviations that are large are identified and displayed.

¢  Work Location Maps (LOCMAP) - displays the work locations and facilities of contract
winners for the selected time periods, geographic regions, or vendors. This report
compares the locations of award contracts to the locations of a particular vendor’s
facilities.

Recommendation 9
We recommend that the BIDEVL report be produced as part of the Bid Review process to allow
the review of excessive item bid prices in comparison to the engineer’s estimate.

Also, we recommend that the CDBOOK, CVARYE, and LOCMAP be produced as part of
collusion detection to assist with the review for abnormal bid patterns such as: the number of
contract awards to a specific firm; rotation of firms as lowest bidder; consistent percentage
differential between the various firms' bids; specific percentage of the available work in a
geographic area to one firm or several over a period of time; location of the low bidder's plant
versus location of the second and third low bidders’ plants; and variations in unit bid prices
submitted by a bidder on different projects in the same letting.

Accuracy of Data Entered into BAMS/DSS

Files were imported from Proposal and Estimates Systems (PES), Letting and Award System
(LAS), and SiteManager. Overall, there is approximately 7.6 years of data (from March 2003
through September 2010) stored in the application.

BAMS/DSS will utilize most if not all data in LAS. Upon completion of the import, an import
summary is generated. The summary indicates the records that were transported and errors that
occurred. Errors are checked after each import to determine if the data needs to be corrected.
Most errors are a blank field or a data code that the program does not recognize. Evidence of the
correction is not maintained.

Within PES, projects are grouped into a proposal and then the proposal is assigned to a letting.
A project represents the work to be included in a proposal (includes location, funding
information, and subordinate elements including categories and items). One or more projects
may constitute a proposal. A proposal represents the work advertised for a letting (includes
subordinate data elements such as projects, categories, and items that define the work). A
proposal must include at least one project. Contractors can download an electronic version of the
proposal for bidding purposes. Once the contractors bid, information is entered. This
information is still termed a proposal until awarded and executed — then it becomes a contract.
Contract represents the work let, awarded, and executed between the agency and a private
contractor (includes all the elements of a proposal, adds the contractor’s identifying information,
bid prices, insurance, and bonds).
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During the audit, OCIA spoke with other states that received great benefits from requesting
Infotech to review how they were using BAMS. In fact, one state discovered they had major
errors in the data that had been entered into the system.

Finding 10

Errors may occur on the import summary but there isn’t evidence of the correction.
Recommendation 10

We recommend that when errors exist on the Import Summary, a record be maintained noting
what was done to resolve the error and/or an explanation of the error,

Application Controls
BAMS/DSS interface with SiteManager and LAS. In BAMS/DSS, parameters are set to load
directly from SiteManager and LAS since the last import.

Finding 11

During the interface or import, errors occurred with record inserts.

Recommendation 11

We recommend that staff consult with Info Tech concerning data conversion, setting system
parameters, and agency customization to prevent etrors during the import of external data,

Logical Access Controls

General access to BAMS/DSS requires a user 1D and password. We determined that the user ID
(login name) is unique. Also, there is not a procedure in place to ensure that inactive user IDs
are reviewed and deactivated on a regular basis. Unfortunately, there is not a specific criteria
required to establish a password. The passwords are not required to be changed at any particular
time. However, the passwords were not accessible or viewable to others, including
administrators.

We obtained and reviewed the list of all BAMS/DSS users to include access levels. We
determined that the following user types are granted to individuals:

« Normal

o Installation
A normal user is a default user. An installation user is the system administrator. The generic
administrator and default user profiles were also listed.

Finding 12 ‘
No procedure exists to ensure that inactive user IDs are reviewed and deactivated on a regular |
basis,

Recommendation 12

We recommend that BAMS/DSS application owner be added to SCDOT, IT SERVICES

Terminated E-mail List. The e-mail provides a Terminated Employee Report to application

owners.
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Finding 13

User authentication is performed at a very low level,

Recommendation 13

We recommend ensuring all user IDs are unique. Also, we recommend that all generic and
default user profiles are deleted from the system.

We recommend enhancing password requirements that force users to change passwords every
30-90 days. We recommend that passwords be unique and meet four of the six below minimum
requirements:

o FEight or more characters
Use Pass-Phrases (e.g., “Ilove MCDLDS,” “My1964.5mustang, ” “Auditorsarebest”)
Upper case alpha
Lower case alpha
Numeric
Special

Understanding that this is an AASHTO product and some changes are not possible by the
application owner, we recommend that the application owner suggest the before mentioned
recommendation in the Transeport Users Group conference.

This will ensure user authentication and to ensure that outsiders cannot gain unauthorized access
to the system or data. Also, this will ensure that authorized users have only the access needed to
perform their duties.

Physical Access Controls

The Construction Data Support office and the Construction office use the workstation for many
meetings and presentations. A number of these presentations could be accomplished with laptop
computers; however, there are certain meetings that use software and data that are specific to this
machine and installation. The BAMS/DSS installation and data sets are on this machine as well
as the software that allows for interactive views of the Line Item Profile model. SCDOT utilizes
a “Stand-a-lone” set-up for BAMS/DSS, whereby a workstation houses the BAMS/DSS data and
allows for access via that workstation and up to two other workstations that can point to that
workstation for the data and system administration setup. The unit was received April 29, 2011.
The Construction Data Support office has selected this arrangement to minimize the cost of SAS
licensing that is required for use with BAMS/DSS.

Also, there are software applications such as Primavera and Visio that are installed on the

machine and shared by users in the Construction Data Support office and the Construction
division. The BAMS/DSS support person is obtaining information on licensing SAS in a

Client/Server architecture with four (4) client machines.

The use of the BAMS/DSS system ultimately involves the following processes: preparing the

Engineer’s Estimates, preparing for the Bid Review Committee, conducting the Bid Review
Committee meeting, and Letting Review Committee.
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Finding 14

There were other software applications installed on the machine for other office staft members
that do not relate to BAMS/DSS,

Recommendation 14

We recommend that any software not in direct relation to the BAMS/DSS application be
removed in order to decrease the risk of a potential virus attack and to decrease the use of the
machine by staff members not directly involved in the Bid Review Process.

Finding 15

The computer that houses the BAMS/DSS application is approximately 7.2 years old.
Recommendation 15

We recommend that this machine becomes part of SCDOT Information Technology Services (IT
Services) Equipment Life Cycle process. This would reduce failures and data loss because
computer equipment is replaced before it fails, and it should reduce the total cost of equipment
management over its lifetime,

Contingency Planning and Back-Up

BAMS/DSS is a standalone system. Currently, the staff’s Contingency Plan is to reinstall
BAMS/DSS on the primary BAMS workstation and copy the backup folders to the C:\ drive of
the computer from SCDOT’s server.,

There was no written documentation for a disaster recovery plan to identify procedures for
moving back from the recovery center once the disaster is over. Instead, IT Services staff utilize
VMware to virtualize the server infrastructure. 1T Services uses a secondary data center (Hot
Site) that includes the storage and software license for MirrorView (provides highly available
data storage across campus, across the state, or across the globe).

Finding 16

The Construction Data Support Office staff copy the specific folders (from BAMS data
directories) to SCDOT’s server after cach import from PES/LAS or SiteManager. All data views
and models are backed up by this process.

Recommendation 16

Even though BAMS/DSS is part of SCDOT’s disaster recovery plan manually, we recommend
that two office staff be responsible for this process to add greater assurance that the backup
process is performed on a timely basis.
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Secretary of Transportation
lanet P. Qakley
(803) 737-1312  Fax (803} 737-2038

Seuth Carolina
Department of Transportation

MEMORANDUM
TO: Paul Townes, Chief Internal Auditor
FROM: Janet P. Oakley, Secretary of Transportati
DATE: July 7, 2014
RE: BAMS/DSS Audit - Management Response

We are in receipt of the audit of the Bid Analysis Management System/Decision
Support System (BAMS/DSS) performed by your office. Attached are our responses to
the recommendations presented in the report.

As you are aware, many of the recommendations have been implemented and
are being utilized at this time due fo the close coordination between your staff and the
engineering division during the course of the audit.

We will continue to monitor our processes and look for areas of improvement as
we move forward. Please let me know if you have any questions.

JPO:de

Attachments

ec:  Christy Hall, Deputy Secretary of Engineering
File: Con/RTS
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SCDOT Management Response to the Office of Chief Internal Auditor Audit
Report titled Bid Analysis Management System/Decision Support System
(BAMS/DSS)

Recommendation 1 — We recommend that the Construction Data Support staff consult with info Tech to
assist with improving the operating performance and efficiency of BAMS/DSS.

Respons “We agree that the AASHTO/Trns-port vendor provrdes appropnate user sopport
under the AASHTOWare Mamtenance Support and Enhancement (MSE) Contract We would
hke to hlghhght areas we have worked wrth the vendor to provrde servrces over and above thosej
provrded underthe MSE Contract to mciude T : Lol

. AASHTO Servrce Un;ts were used to obtarn focused assrstance and to brmg vendor personnel on-'
'.-_.--ZS|te dunng the lmtial rnsteliation of our standalone BAMS/DSS system Vendor staff assisted W|th
' data mlgratlon system mstal!atlon and conf‘ guratlon system customrzation and user tralmog
.- '_AASH'EO Service Unlts were used to host a Collusron Detection Workshop in Coiumbla SC in 2007
' :_-'.'lnwtatlons were extended to var[ous DOT drvrsrons, but attendance was prlmaniy Constructron_
ofF ice staff "The workshop covered the genera! workmgs of BAMS/DSS but aiso mcluded the_
= .theoretrcat appllcatrons .of Coliusmn Detectlon and Market Analysrs and severai case studles to
B rliustrate how the theoretrca! ana[ysrs built into BAMS/DSS was used to uncover and prosecute
.+ bid rlggmg and coltusion. .~ : RS SR SRR R
. -AASHTO Servrce Units were applred in the iast year to fund a system enhancement ln BAMS/DSS
" :that W|IE benef‘ t SCDOT as well as . other hlghway agenc;es SCDOT provrded serwce unlts in
' _."'-conjunctlon wnth .other states to fund an enhancement rdentrf‘ ed as TMR: 13990, whrch wrll_
:overcome an: ;ssue m the system, allowrng Vendor : Mapprng to show Proposal Locatrons or
: '._-Pr03ect tocataons of Vendor brddmg actwrty Multlpie pro;ect proposals prevrously rendered'
: "these models too busy to be of use to this and other agencres " This enhancement is due to be
avaiiable wrth the summer 2014 releases of AASHTO/Trnsoport software i SR
. : .-_AASHTOWare Serwce Units - have been appiled to cover ongoing techmcai support for ad hoc_
_needs that are above the phone support prowded under the MSE Contract EER :
. _As SCDOT's use of BAMS/DSS continues. to mature, we plan to utrlrze on—srte technrcal support to
revrew our system, data, and methods in order to :mprove our utlirzatron and derrve more vaEue'
fromthesystem, .o S

Completion by: Some_rnea_sures already in effect and additional coordination is ongoing.

Recommendation 2 — we recommend that the Bid Review Summary contains all items listed in the Bid
Review Polficies and Procedures. This would allow the BRC to gauge overall competition, evaluate
project interest, and determine if a project should be re-advertised or re-let to encourage more
competitive resuits.

Response: in conductmg the Bid Rewew and i.ettmg Revrew meetmgs the documents prepared
rnclude the following at this time: T S ;
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.. -Brd Rewew 5ummary (prmted} dlspfays rdentifymg information for each proposa! inthe lettrng,
_ mciudmg location, work description number and !ength of roads number and iength of brrdges
: Contract Tlme DBE Goals Program Manager and Deve!opment Group, Contract Work Type'
o Estrmate, Low Bid, % difference, Number of competrtlve and totai b:ds Addenda rssued Re- 1et
-Hrstory, specral cond:tlons relatwe to the Iettrng and award Award Recommendations and
L comments relatrng o those recommendatrons s SN : a i
.. '.Brd Tabulation (Adobe} An e[ectronlc versron of the bid tabufatron is prepared for rewew by the
-"'_:.Brd Rewew Commrttees and by the approprrate Program Managers m the Regronal Productlon
_'_-"__'Groups . o : S : S S
.. "jBid TabuIatron (Excel} An electronrc versron of the Brd Tabulatron 15 prepared for use durrng the
Bid- Rewews and for reference by constructlon staff ~This bid tabulatron mcludes features to
'_ass:st in the analysrs of the bids to each other and to the engfneerrng estimate Thrs document is
_ -3pr01ected for alt revrew members durmg the rewew meetrngs : TR D
. :Maps maps are prepared showmg the Iocatrons of each roadway or brrdge in a proposa! and
- '_’the representatrve locatlon for each pro;ect 't’hese maps are ava]lab!e for Viewrrrg \na prorectton
i .durmg the review meetrngs : B L R SR L
. 'Interactrve Line Item Proflles. BAMS/DSS has been enhanced to mclude an lnteractrve Lrne Item'
: .'Prof fe that is vrewed via prOJectlon durlng brd rewew meetrngs Thrs too] ailows for Llne ltem
'- . Profrles to be wewed and ﬁltered as needed to aid in the review process, mcludlng the abllrty to
2 driill down. rnto bld history for a partrcular item Thrs tooi IS avarfable for vrewmg on the
o '_'BAMS/DSS computer via drrect or remote access ' S : :

Additional Document in Response to this Recomme_n_da_tior;;

¢ An lnterested Bidders List wiil be. prepared utilrzrng 18 months of bid hrstory to. rdentlfy
' - potential brdders by location and Contract Work Type The lnterested Brdders List: wrtE formaliy
'_ _:"document thls mformation whlch prevrous[y relled upon the experrence of the bld rewew
'commlttee members SR S L DR N _ : .

.- The Interested Brdders Lrst may also serve to address a need htghllghted in an audlt related to
.'_-'the Drsadvantage Busrness Enterprrse (DBE) program We pian to work w!th stakeholders m thrs
: _._'area determme feasrblilty and methods for publiclzmg thrs rnformatron ' B

Completion by: November 30, 2014.

Recommendation 3 - We recommend that a second person verify the unit prices entered into PES prior
to creating the official estimate. Also, we recommend that SCDOT Contract Support Office consult with
Info Tech to convert data {from the estimating spreadsheet) to the Trnseport product format,

Respons The Specrfrcatrons and Estrmates Unit has a process in p]ace to review the estimates
once they are entered mto Trnseport and agam before the Lettlng Date. The frrst revrew is for
completeness and reasonabrhty, _whfch rncludes comparmg the frnal quantrty in the orrglnal_
spreadsheet to the final quantrty in Trns-port Thrs will help prevent errors potentlally caused
by ”typos The fmal review is to update any prrces that may have changed due to cost of fuel or
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other factors in the time. between the onglnai estimate and the letting. - The estlmates are also
sent to authonzed RPG stafzc for revrew after they are entered mto Trns'port '

Comgletron by Measures afready in effect and subject to Preconstructmn Support 5 mtent to_
constantly evaluate therr processes for rmprovements

Recommendation 4 - We recommend the department perform cost-based estimating for items that do
not have prior history. The department could also periodically check the current prices of items to
determine the reasonableness of the historical data.

Respons The Estlmators conduct research to determme a reasonab]e estlmate for- volatile
items and rtems wnth Ilmrted bid hsstory The research mcludes d;scussmns with the Designer
specrfymg the product mtemet search on the product comparmg the item to. sm‘nlar rtems wrth
bid hlstory, and internet searches of other DOT’s bld hlstones Hrstonca[ brd prlces are also_
adjusted when market vo!atrirty, materral shortages or surpluses or other cost trends are

Comgletlon by Measures already in effect

Recommendation 5 - We recommend there be greater consistency with the method of developing unit
bid prices in preparation of the engineer’s estimate. In accordance with A Practical Guide to Estimating
(prepared by AASHTO), dropping outlying data from the set and then using weighted averages,
regression analysis, etc. is the most accurate method in estimating costs. Using only the lowest unit bid
prices may result in an estimate that under predicts project costs.

Respons The Specrﬂcatlon and Estrmates Unlt captures the bid hlstory for the three lowest
bldders on all prcuects The Estlmator heglns analysrs if the brd hrstory w;th the iow bldders_
only, _and removes all outlylng data Thls data ‘is analyzed usmg welghted averages Elnear
regressrons and quantlty Vs, cost trend line analysis The second and thrrd bid . htstory is- oniyj
used if addrtlonal data is needed to make a reasonable estrmate Aﬁ methods used are outlrned
in AASHTO Practrcal Gurde 1o Cost Estlmatmg The Umt has adopted the manuaE as the offlcral
source for developmg estrmate and in the future a!l Estrmators wd! be tramed to fo[low the
procedure set forth in the manuai SRR T : ; '

Completlon by Measures already in eﬁect

Recommendation 6 - While it is understandable that not all projects require FHWA concurrence, the
recommendation in the SCDOT Bid Review Policy and Procedures Manual should be updated to refiect
exactly which projects would require FHWA approval on the justification memo.
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Resgons Agree wrth recomrnendatlon Changes in the FHWA/SCDOT Stewardshlp Agreement
have . redefmed whlch proiects wril requrre FHWA Concurrence .on. Award Justlﬁcahon
Memoranda Bld Revrew Polrcres and Procedures will be updated to reflect that only Pro;ects of
Drwsron lnterest (POD!) wrll requrre FHWA Concurrence R ST - :

Completlon bx November 30 2014

Recommendation 7 - An analysis should include projected costs of proceeding forward with the project
including the difference between the actual bid and engineer’s estimate as the largest expenditure,
Other costs to include would be the guess as to what bids may be if the decision is to rebid the project.
In the case of safety projects, other items to include would be accident data and the number/cost of
potential accidents that may occur during the delay.

Respons With respect to this recommendatron the Dlrector of Construct[on off ice would like
to show that our practlces have evolved over the course of this audlt and are already in
compliance W|th the rntent ‘of thls reeommendatlon Award Justlficatlon Memoranda include
approprlate statements and analysrs to. support movmg forward vs re biddlng of proposals
Examples |nclude : - TR

e Analysis of Individual Bid ltems for bid items where there is a srgmf’ cant difference between
“the estimate and the responswe low bld anaiysrs consaders bid hrstory, condlttons of the work
quantittes per locatlon and competmon among other factors to determme if the estrmate price
s appropriate or should be ad}usted The aggregate of the b|d item anaiyses are applled o the
- estimate, whlch ls then used to re- evaluate the iow bid. Th|s od}rusted estrmate rs essentlaliy our
3"_'-"'cost analysrs ofwhere SCDOTwould be tfthe bld was re- let L IS DA
' '_'Safetv Issues' when safety related pro;ects requrre award justlflcation input is sought from the
o appropriate Program Manager regardmg the situatlons whach warrant the safety pmject The
-"warrantmglanguage is mcluded in. the justtflcatron memoranda : - i o SRR
+ Schedule erltatlons. some pro_|ects are trghtiy scheduled to avo:d confltcts wrth tlmes when the
- _--'far:|hty needs to be complete and available Examples include school areas,’ seasonal tourlst
. .'areas hrgh proﬂle events, and subsequent projects where completrng the prereqmsrte pro;ect ls
: ‘-_cntlcal When re[evant these sltuatlons are rnciuded in the Justlflcatron memoranda L :
. Necessitv of WOrk Each pro;ect mciuded in the ietting has already nsen through a. priontlzatlon
oy process {i. e. Act 114), whzch supports the necess:ty of the work. Dependlng on the tlming of the
': iettlng and the. proposed work scheduie a two or three month deferra! of awardtng a contract
'-could result in the work being deferred much longer A proposed plan of pavement preservation
-or rehabihtatlon couid be. rendered obsolete or lnappropnate :f the pavement needs are hot
B addressed ina timely manner 'When relevant thls srtuatton is uted and explamed in the award
o ;ustif cat|on memoranda Inherent En thrs explanatlon is the understand:ng that de[ayrng needed
i work will increase pavement dlstress and result rn hagher or- much hlgher costs to. restore the
pavement . : : . . : S NP R

Completion by: Measures already In effect,

SCDOT Management Response to BAMS/DSS Audit 5




Recommendation 8 - SCDOT should review alternative methods in areas of the state where competition

is limited to increase competitive bidding.

Respons - This is a supply and demand busmess decrsron for the contractors based on the
amount of work avallable in certam areas of the state SCDOT pro;ects are the pnmary users of
asphalt m thls state, The areas in questlon (portlons of: DIStl’ICtS 2 and 7) do not. have a hlgh
concentrat[on of asphalt ptants due to the Iow demand from SCDOT in these rural areas Over'
the years, severai plants have shut down for economlc reasons due to the lack of demand and
productzon If: SCDOT demand cou[d be managed to. be more consistent the economlcs could
foster zmproved competttion Also contractors have of'ten stated that new p[ants are dlf‘F cult to
open due to envrronmental obstacies Slnce 2012 SCDOT has placed an emphasrs on the
SCDOT a[so contmually evaiuates alternatwe methods such as Mlcrosurfacmg, Warm MIX
Asphait and UItra-Thm Llft pavements to support |mproved competatlon o 8

Completlon by Ongomg

Recommendation 9 - We recommend that the BIDEVL report be produced as part of the Bid Review
process to allow the review of excessive item bid prices in comparison to the engineer’s estimate,

Also, we recommend that the CDBOOK, CVARYE, and LOCMAP be produced as part of collusion
detection to assist with the review for abnormal bid patterns such as: the number of contract awards to
a specific firm; rotation of firms as lowest bidder; consistent percentage differential between the various
firms' bids; specific percentage of the available work in a geographic area to one firm or several over a
period of time; location of the low bidder's plant versus location of the second and third low bidders'
plants; and variations in unit bid prices submitted by a bidder on different projects in the same letting.

Resgons' The Dlrector of. Constructlon offlce concurs with the recommendatlons to uttl;ze
addltronat BAMS/ DSS resources in support of Eettlng review and coliusron detectton However,'
addrtlonal resource analysrs is needed regardmg colEusmn detectlon functlons AR SPRTE,

Comgletron by June 30 2015

Recommendation 10 - We recommend that when errors exist on the Import Summary, a record be
maintained noting what was done to resolve the error and/or an explanation of the error.
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Response ‘The Director of Construction office will modrfy our practrce to retain a copy. of the
:mport error iogs and wnll document the correctlon and/or expianatlon of the errors. Depend[ng
on the [evei of effort mvolved and the beneflt denved from thls practice we reserve the nght to
re—evaluate thrs recommendatlon in the future e 2 R :

Comgletlon by September 30 2014, -

Recommendation 11 — We recommend that staff consult with Info Tech concerning data conversion,

setting system parameters, and agency customization to prevent errors during the import of external
data.

Response: ~The DOC office .concurs. w1th this recommendatlon to ‘the extent that errors are
resultmg from conflguratlon “issues ‘with our mstalfations of AASHTOWare apphcatlons
(Preconstructlon, SlteManager, and BAMS/DSS) En the case of mcomplete or mcorrect data'
prowded by users and/or systems mterfacmg wrth AASHTOWare, a comblnatlon of staff. tramlng,
conf:gurat:on and coordmation of systems, and consultation Wlth info Tech have and will
contmue to be empioyed to address the rssues e R

Comgletlon by Ongomg

Recommendation 12 - We recommend that BAMS/DSS application owner be added to SCBOT, iT

SERVICES Terminated E-mail List. The e-mail provides a Terminated Employee Report to application
owners,

Respons - The - Darector of : Constructlon office wrl! request addlt:on to the T Serwces
Termmated E mal! list and wnll use the ilst as a notice to vahdate BAMS/DSS users Reportmg on
this vai:datton wa!! be produced quarterty i - n

Comg!etlon by September 30 2014

Recommendation 13 - We recommend ensuring all user IDs are unique. Also, we recommend that all
generic and default user profiles are deleted from the system. We recommend enhancing password
requirements that force users to change passwords every 30-90 days. We recommend that passwords
be unique and meet four of the six below minimum requirements:

Eight or more characters

Use Pass-Phrases fe.g., “I love MCDLDS,” “My1964.5mustang,” “Auditorsarebest”}
Upper case alpha

Lower case alpha

Numeric

Special
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Understanding that this is an AASHTO product and some changes are not possible by the application
owner, we recommend that the application owner suggest the before mentioned recommendation in
the Transeport Users Group conference.

This will ensure user authentication and to ensure that outsiders cannot gain unauthorized access to the
system or data. Also, this will ensure that authorized users have only the access needed to perform
their duties.

Respons Currently, the Standalone BAMS/DSS system is developed on an older- p]atform and
has E:mltauons in: User Ds and Password conflgurat:ons AASHTOWare Prolect appllcatrons
mcludmg BAMS/DSS are, scheduled for ma;or upgrades in the commg years These upgrades w;ll
prowde for: more flexlbltlty and secunty m the BAMS/DSS logm ln the meantlme we wall_
contact the Eimrted group. of users on a quarterly basis to update thenr passwords and use the'
above suggestlons to strengthen thelr passwords (to the extent posssb[e) All revrsed lT user
authent:catlon changes W|ll complement the IT secunty enhancements as part the statew1de_
rmtsatwe on data securlty Do I i - N

Comgletlon by September 30 2014

Recommendation 14 - We recommend that any software not in direct relation to the BAMS/DSS
application be removed in order to decrease the risk of a potential virus attack and to decrease the use
of the machine by staff members not directly involved in the Bid Review Process.

Resgons The DOC office : agrees with this recommendatlon Optlons are being con51dered for
physucally secu'rln'g't'he machlne and lzmltmg access to staff members ;nvolved in the bld rewew
process All IT secunty enhancements well complement the statewrde mltlatlve on data secunty _
Compietlon of this recommendatlon may be related to the compllance w1th Recommendatlon_

Completion by :"-September_30,'i0.14_._ o
Recommendation 15 - We recommend that this machine becomes part of SCDOT Information
Technology Services {IT Services) Equipment Life Cycle process. This would reduce failures and data loss

because computer equipment is replaced before it fails, and it should reduce the total cost of
equipment management over its lifetime,

Response: ~The boc ofﬁce agrees with this recommendatlon Contact will be -made wnth T
Servnces to request thrs machme is included ln ET Serwces Equrpment ere Cycle Process PR

Comgletlon by September 30 2014

Recommendation 16 - Even though BAMS/DSS is part of SCDOT's disaster recovery plan manually, we
recommend that two office staff be responsible for this process to add greater assurance that the
backup process is performed on a timely basis.
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Respons The DOC office agrees with thlS recommendatlon A br:ef policy will be. prepared
settmg the frequency for thss functlon and estabhshmg requ1rements for two. persons to be
responSlb[e for completmg and venfymg that backups are. performed The pullcy shou]d allow'
some ﬂexm:hty inthe tlmmg due to the vanable t;mmg of contract executlons and actWatlons in
our systems A iog wnfi be prepared and mamtamed for thls functton ' : L

Comgietlon hy September 30 2014
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